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DETAILED ACTION 

1 . This Office Action is responding to the RCE received on 09/22/2005. 

2. Claims 1-19 are pending. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-2, 4-8, 10-15, and 17-19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Eliott, US Patent No. 6,468,160. 

5. As per claim 1: 

Eliott discloses "A program distribution device for distributing executable programs 
through a network to a client device having a tamper resistant processor which is 
provided with a unique secret key and a unique public key corresponding to the unique 
secret key in advance" in (Col 4 lines 55-65, Col 1 1 lines 20-25, Col 13 lines 50-60, Col 
24 lines 25-42, Col 24 lines 61-67), "the program distribution device comprising: a first 
communication path setup unit configured to set up a first communication path between 
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the program distribution device and the client device for communications other than 
transfer of the executable programs" in (Col 26 lines 37-62) : "a second communication 
path set up unit configured to set up a second communication path directly connecting 
the program distribution device and the tamper resistant processor for transfer of the 
executable programs , the first and second communication paths being set up as 
different channels on an identical transmission line or as different transmission lines" in 
(Col 27 lines 20-48); "an encryption processing unit configured to produce an encrypted 
program by encrypting an executable program to be distributed to the client device" and 
executed within the tamper resistant processor, by using the unique public key of the 
tamper resistant processor" in (Col 25 lines 15-40, Col 26 lines 18-37); and "a 
transmission unit configured to transmit the encrypted program to the tamper resistant 
processor through the second communication path so that the encrypted program is 
directly delivered to the tamper resistant processor and the encrypted program can be 
decrypted and executed only within the tamper resistant processor which is an only 
entity that has the unique secret key corresponding to the unique public key" in (Col 25 
lines 14-24, Col 25 lines 29-63, and Col 29 lines 5-17). However, Eliott does not 
specifically teach the tamper resistant processor. Nevertheless, Eliott does teach a 
computer system including: a security processor 180 to authenticate the storage device, 
which stores the download encrypted game, and if authenticated then the downloaded 
encrypted games can be accessed to for decrypting for playing (Col 25 lines 35-63). 
Therefore, it is obvious at the time of the invention was made for one having ordinary 
skill in the art to realize that the game system 50 is the tamper resistant processor. 
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6. As per claims 2, 8, and 15: 

Eliott discloses "The program distribution device of Claim 1 , further comprising: a user 
authentication unit configured to carry out authentication of a user who is using the 
client device, by using a user ID of the user received from the client device through the 
first communication path" in (Col 26 lines 55-60). 

7. As per claims 4 and 1 0: 

Eliott discloses "The program distribution device of claim 1 , wherein the encryption 
processing unit encrypts the executable program by using the unique public key 
received from the tamper resistant processor through the second communication path" 
in (Col 27 lines 20-35). 

8. As per claims 5, 11, and 18: 

Eliott discloses "The program distribution device of Claim 1 , wherein the encryption 
processing unit encrypts the executable program by using a common key, and encrypts 
the common key by using the unique public key received from the tamper resistant 
processor through the second communication path; and the transmission unit transmits 
the encrypted program along with an encrypted common key to the tamper resistant 
processor through the second communication path" in (Col 25 lines 15-27, and Col 27 
lines 50-60). 
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9. As per claims 6, 12, and 19: 

Eliott discloses "The program distribution device of Claim 1, wherein communications 
through the second communication path are cipher communications" in (Col 27 lines 50- 
55). 

1 0. As per claims 7, and 1 3-14: 

Eliott discloses "A client device for receiving programs distributed from a program 
distribution device through a network, the client device comprising: a tamper resistant 
processor which is provided with a unique secret key and a unique public key 
corresponding to the unique secret key in advance" in (Col 4 lines 55-65, Col 1 1 lines 
20-25, Col 13 lines 50-60, Col 24 lines 25-42, Col 24 lines 61-67), "a first 
communication path set up unit configured to set up a first communication path between 
the program distribution device and the client device for communications other than 
transfer of the executable programs " in (Col 26 lines 37-62) : "a second communication 
path set up unit configured to set up a second communication path directly connecting 
the program distribution device and the tamper resistant processor for transfer of the 
executable programs : the first and second communication paths being set up as 
different transmission lines" in (Col 27 lines 20-48); and a program receiving unit 
configured to receive an encrypted program obtained by encrypting an executable 
program to be distributed to the client device and executed within the tamper resistant 
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processor, by using the unique public key of the tamper resistant processor, from the 
program distribution device through the second communication path, so that the 
encrypted program is directly delivered to the tamper resistant processor and the 
encrypted program can be decrypted and executed only within the tamper resistant 
processor which is an only entity that has the unique secret key corresponding to the 
unique public key" in (Col 25 lines 14-24, Col 25 lines 29-63, and Col 29 lines 5-17). 
However, Elliott does not specifically teach of encrypting the program using the unique 
public key, and decrypting the encrypted program using the unique secret key. 
Nevertheless, Elliott does discloses of encrypting the program using the private 
encryption key of the tamper resistant process and decrypting the encrypted program 
using a decryption key stored in the storage" in (Col 25 lines 14-24). The encryption 
key is sent to the server encrypted using the private key of the game system 50. The 
server receives the private encrypted encryption key and decrypts it using a prior 
exchanged public key of the game system 50. Therefore, it would have been obvious at 
the time of the invention was made for one having ordinary skill in the art to modify the 
invention to utilize only the public key of the game system 50 to encrypted the program 
instead of sending another encryption key to server to encrypt the program. 
Further, Eliott does not specifically teach the tamper resistant processor. Nevertheless, 
Eliott does teach a computer system including: a security processor 180 to authenticate 
the storage device, which stores the download encrypted game, and if authenticated 
then the downloaded encrypted games can be accessed to for decrypting for playing 
(Col 25 lines 35-63). Therefore, it is obvious at the time of the invention was made for 
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one having ordinary skill in the art to realize that the game system 50 is the tamper 
resistant processor. 

11. As per claim 17: 

Elliott does not specifically teach "the producing step encrypts the executable program 
by using the unique public key received from the tamper resistant processor through the 
second communication path". Nevertheless, Elliott does discloses of encrypting the 
program using the private encryption key of the tamper resistant process and decrypting 
the encrypted program using a decryption key stored in the storage" in (Col 25 lines 14- 
24). The encryption key is sent to the server encrypted using the private key of the 
game system 50. The server receives the private encrypted encryption key and 
decrypts it using a prior exchanged public key of the game system 50. Therefore, it 
would have been obvious at the time of the invention was made for one having ordinary 
skill in the art to modify the invention to utilize only the public key of the game system 50 
to encrypted the program instead of sending another encryption key to server to encrypt 
the program. 
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12. Claims 3, 9,and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Eliott, in view of Chan (Cited in PTO-892 dated 04/22/05). 

13. As per claims 3, 9, and 16: 

Eliott does not discloses "The program distribution device further comprising: a 
processor authentication unit configured to carry out authentication of the tamper 
resistant processor, by verifying a certificate certifying that the tamper resistant 
processor surely has the unique secret key and the unique public key, which is received 
from the client device through the second communication path". Nevertheless, Chan 
does discloses "The program distribution device further comprising: a processor 
authentication unit configured to carry out authentication of the tamper resistant 
processor, by verifying a certificate certifying that the tamper resistant processor surely 
has the unique secret key and the unique public key, which is received from the client 
device through the second communication path" in (Col 10 lines 4-35). Therefore, it 
would have been obvious at the time of the invention was made for one having ordinary 
skill in the art to incorporate the teaching of Chan with Eliott to authenticate the game 
system 50 prior allow it to download any program. 
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14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Linh LD Son whose telephone number is 571-272-3856. 
The examiner can normally be reached on 9-6 (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Linh LD Son 
Examiner 
Art Unit 21 35 




